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THE PREMISE

Identity providers now issue credentials to Al agents. Model
providers now log what those agents remember. Regulation
now requires both to be provable. Nothing in that stack
governs the memory itself at the moment it is written. This
brief describes the gap, and the infrastructure that closes it.




The Convergence Thesis

Why now, and not later.

The market is not slowly moving toward governed
memory — it is converging on it from three directions at
once. The question is no longer whether this category will
exist. It is who defines it.

THE ANALYST TAKE

“The missing piece is cryptographic hash binding. Without
chaining identity hash, credential hash and session_hash, a
system can validate a credential but cannot prove it still
belongs to the same agent.”

— Paraphrased from identity-sector commentary, 2026. That binding is

precisely what Trace Continuity was built to provide.

Independent survey work in 2025 placed the absence of
governance functions among the leading obstacles to extending
Al into sensitive business processes. The gap is not a product
failure. It is an architectural vacuum.



Three Vectors, One Gap

What has happened, and what none of it closes.

CONVERGENCE
VECTOR

Identity
Layer
Microsoft -
CyberArk -
Okta - SailPoint

Al Model
Layer
OpenAl -
Anthropic

Regulatory
Layer

EU Al Act -
HIPAA - ITAR

WHAT HAS HAPPENED

Microsoft Agent 365 (Nov
2025) gives every agent
an Entra Agent ID with
just-in-time,
least-privilege access.
CyberArk adds
zero-standing-privilege
controls.

OpenAl’'s Compliance API
(Dec 2025) generates
immutable logs covering
conversations, files and
memory content.
Anthropic offers
project-scoped memory.

The EU Al Act takes
effect August 2026.
Article 10 mandates data
governance at point of
use. Article 12 requires
automatic recording of
events.

THE UNFILLED GAP

Identity can validate who
the agent is. It cannot
govern what the agent
remembers after
privileges change. Access
revocation does not
retroactively apply to
stored memory.

These are detective
controls. They document
what happened. They
cannot prevent a
prohibited memory from
being stored in the first
place.

Regulation mandates the
outcome but supplies
none of the
infrastructure.
Cryptographic lineage for
memory cannot be
retrofitted without core
redesign.



The Architectural Gap

Detective controls tell you what happened. Preventive controls
stop what should not happen.

LAYER CONTROL EXAMPLE LIMITATION
TYPE
Identity Preventive Entra Agent Stops unauthorized
Providers (access) ID, CyberArk access; does not govern
JIT retained memory
Model Detective OpenAl Logs memory contents
Providers (logging) Compliance after they are stored;
API cannot prevent
retention
SIEM / GRC Detective Splunk, Alerts on policy
(monitorin Purview violations; does not
9) enforce at write time
Trace Preventive Genesis Chain,  Stops ungoverned
Continuity (infrastruct  one-path writes and reads before

ure) enforcement they happen



A system that can only detect a violation
has already suffered the compliance event.
A system that prevents the violation has
eliminated the risk.

Every control in the enterprise Al stack today sits on the left
side of that sentence. The reporting is excellent. The prevention
is missing. That is the whole of the opportunity.



What Trace Continuity Does

Closing the gap.

Trace Continuity is infrastructure that sits between an Al system
and everything it is allowed to remember. Every read and every
write passes through a single execution gate that verifies
authority, applies policy, protects identifiers, and writes an
audit record that cannot be edited afterward. If authority cannot
be proven, the operation does not happen.

THE THREE QUESTIONS THIS ANSWERS

01 Who said this was allowed?

Every stored value traces back to a named grant of authority
— and that grant traces back to the moment it was created.

02 Does that permission still hold right now?

Authority is re-verified at the moment of use, not at the
moment it was issued. Revocation takes effect on the next
decision.

03 Can you prove it later?

Allowed, denied, tokenized or ignored — each outcome is
written to a tamper-evident record with the reason attached.



The Genesis Chain

The part competitors do not have.

AUTHORITY WITH A PROVABLE ORIGIN

Most systems can tell you that a permission exists. Trace
Continuity can tell you where that permission came from.

Every authority record links back through a cryptographic
hash chain to the moment authority was first established for
that organization. Fabricated authority has no valid lineage, so

it fails verification — and altering a historical record breaks
the chain visibly.




Risk Removed, In Plain Terms
Updated for the 2026 regulatory environment.

EXPOSURE TODAY

An Al assistant retains
patient or client detail
after a departing
employee’s access should
have ended.

Privileged matter content
leaks into an unrelated
matter through shared
model memory.

Identifiers land in plain
text inside logs, prompts
or vector stores.

A regulator or client asks
why a system had a piece
of information, and no one
can answer.

Someone edits history to
make an incident look
clean.

EU Al Act Article 12 —
automatic recording — is
unfulfilled.

WHAT TRACE CONTINUITY CHANGES

Authority is checked at use time.
When access ends, the next attempt
is denied — and the denial is
recorded.

Memory is bound to tenant and scope.
Cross-boundary reads are refused by
the gate, not by convention.

Detected identifiers are tokenized
before storage; the original stays in a
separate vault behind its own
authority check.

Every decision carries a written
reason, a timestamp and lineage back
to the original grant of authority.

Audit and authority records are
append-only and hash-chained. Edits
are detectable, not deniable.

Every decision is automatically
recorded with a cryptographic receipt,
meeting the automatic and
non-repudiable requirements at the
infrastructure layer.



One Path In. No Side Doors.

How a single decision is executed.

The architectural commitment is narrow and deliberate: there is
exactly one way for governed data to be read or written, and it
is enforced in code, not in policy documents. A build-time
scanner fails the build if any code path reaches governed
storage without going through the gate.

01 Establish the caller

Identity and tenant are resolved before anything else
happens.

02 Verify authority

The grant is re-checked against the Genesis Chain at the
moment of use.

03 Apply policy
Scope, purpose and retention rules are evaluated for this
specific operation.

04 Protect identifiers

Detected personal or protected data is tokenized before it is
ever stored.

05 Write the record

One audit entry per decision, with the reason — whether the
answer was yes or no.



Honest Limits

What we are not claiming.

STATED PLAINLY

- The load figure — 7,000 requests, zero errors — is a burst
profile from a single region, not a sustained multi-hour soak
across geographies.

- The security validation is internal. Independent third-party
assessment is a step we invite and expect a serious buyer to
require.

- We are not claiming this makes an Al system accurate. It
makes the system’s memory accountable.




Test It Yourself

Open proof surfaces. No sales conversation required.

We do not ask buyers to accept a claim they cannot check. Two
proof surfaces are open to any evaluator at
tracecontinuity.com; both use a name and email gate, nothing
more.

SURFACE WHAT YOU DO WHAT YOU LEARN
The Submit real-shaped Why a value was allowed,
Playground content and watch the denied, tokenized or
/playground governance pipeline run ignored — with the

on it, step by step. reason visible, not

inferred.

The Break Attempt to defeat the Whether the
Arena governance layer enforcement holds when
/break directly, against a live someone is actively

tenant. trying to get around it.



A Pilot Without a Procurement

Cycle

One workflow. Four weeks. Your data, your verdict.

One workflow — one clinical service line, one matter type, one
program — with your own data patterns, your own revocation
events, and an audit export at the end that your compliance
team reads and either signs off on or rejects.

STAGE

Week 1

Weeks

Week 4

Close

FOCUS

Scope one workflow and map
authority sources

Route that workflow’s
memory through the gate

Run revocation,
cross-boundary and identifier

tests

Review the exported evidence

OUTCOME YOU GET

A written model of who
may authorize what

Governed reads and writes
in a real path

A decision log your
compliance team can audit

A yes or no grounded in
your own data, not our
slides



The Ask

Where this goes next.

Trace Continuity is built, tested, deployed and open for
evaluation today. The appropriate next step is a technical
review against this brief, followed by a scoped pilot on one
governed workflow.

FROM THE FOUNDER

| built this because the systems | watched go into hospitals
and law firms could remember anything and prove nothing.
Two and a half years later the governance layer is real, it is
enforced in code, and it is open for anyone to attack. | am
looking for the partner who takes it to the market it belongs
in.

Heath Parish

Founder, Trace Continuity Labs

TRACE - CONTINUITY LABS
tracecontinuity.com

Version 2.0 - August 2026. Figures in this brief are drawn from the internal production
readiness assessment dated 22 July 2026 and market research conducted August
2026. Prepared for evaluation; not a substitute for independent third-party
assessment.
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ADDENDUM A

Valid Authority Is Not Enough

The hardest failures in regulated work are not impostors. They are people and
agents who are genuinely allowed to act, acting on something that is no longer
true. The consent was withdrawn last night. The order was cancelled this
morning. The conflict screen went up an hour ago. Nobody's badge changed. The
action is simply no longer appropriate.

Trace now asks both questions before anything consequential happens, and
keeps them apart in the record: is this actor still permitted, and is this act still
permissible right now?

THE DISTINCTION IN ONE LINE

Authority validity is about the actor. Admissibility is about the world. A
system that only checks the first will happily execute a perfectly authorised
mistake.

How it works, plainly

Material facts — consent given or withdrawn, an order cancelled, a destination
changed, a risk score, a jurisdiction, a compliance status, the age of an
attestation — are reported into Trace with a source and a timestamp. Rules
describe what those facts mean for a given action. At the last possible moment
before the action takes effect, Trace checks them. If the world has moved, the
action stops, and the reason is written down.

Rules are configuration, not code. A new condition is a new row. That matters
when the regulator, the client or the contract changes something and you need it
enforced this week rather than next quarter.

What it refuses to do
» If arequired fact is missing, Trace denies. Silence is not consent.

 If a rule cannot be understood, Trace denies rather than waving the action
through.
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» State supplied by the caller can only stop an action. It can never unlock one.

» Every refusal produces a receipt: the condition, the observed value, where it
came from, when it was seen, and which rule fired.

What it looks like in evidence

The audit trail now shows two separate findings under one action: authority
verified, action refused. That single pairing is what lets a general counsel, a
compliance officer or an auditor close the question without a meeting — the actor
was allowed, the act was not, and here is the state of the world that made it so.

Situation Old answer Trace's answer

Consent withdrawn after Access log shows a Read refused; withdrawal cited with
data was stored permitted read its source and time

Order cancelled Agent proceeds; cleanup  Write refused before effect
mid-workflow later

Conflict screen raised Depends on who Refused at the boundary, every time
today remembered

Stale attestation Discovered at audit Refused at execution

Honest limits

Trace evaluates the facts it has been told. It does not go looking. If your consent
system or order system never reports a change, Trace cannot act on it — that
integration is a day of work, not a research project, and it is the honest boundary
of the claim. Facts are simple values, not documents. And the governed actions
remain reading and writing governed memory; extending to other verbs is
deliberate work, not a toggle.

FROM THE FOUNDER
| built this because “they were allowed to” is not an answer anyone accepts

after something goes wrong. Authority and admissibility are two different
guestions, and now the record answers both. — Heath Parish, Trace
Continuity Labs
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